Abstract. In the spirit of Diffie Hellman the concept of a protocol algebra is introduced using certain amalgamated free product of Braid group (B) and Thompson group (T ) together with a nilpotent subgroup H of index 2
Introduction
Most of the classical cryptographic schemes use Abelian groups in some way. In particular Diffie Hellman key exchange uses finite cyclic groups. So the term group based cryptography refers to cryptographic protocols that use infinite non Abelian group such as Braid groups. Braid groups can be used as a "platform" for a noncommutative cryptographic public key protocol. In this paper, in spirit of Diffe Hellman, a cryptosystem is generated using amalgamated free product of Braid groups and Thompson groups amalgamated through a subgroup H whose commutator subgroup lies in the center of H. Definition 1.1. The Braid group on n strands, denoted by B n , is a group which has intuitive geometrical representation, and in a sense generalizesthe symmetric group S n . The braid group B n on n strands, is generated by n − 1 generators x 1 , . . . , x n−1 satisfying the following relations (1) 
and we have (1) A is subgroup of G generated by a 1 , a 2 , . . . , a n .
shows that a and b have orders four and six respectively. Hence G is the free product of A and B with the cyclic subgroups H and K of order two of A and B respectively amalgamated under the mapping a 2 → b 3 , where A = a|a 4 = 1 and B = b|b 6 = 1 . Remark 1.2. The free product of groups is a generalization of a free group; for a free group is the free product of infinite cyclic groups. Similarly, the free product of groups with an amalgamated subgroup is a generalization of the free product; for if the subgroup amalgamated is 1, then the free product results.
Fundamental Problems of Dehn
• Word Problem: Given a presentation X; R of a group G. For an arbitrary word W in the generators,do we have an algorithm by which we can decide in a finite number of steps whether W defines the identity element for G or not.
• Conjugacy Problem: Given a presentation X; R of a group G. For two arbitrary words W 1 , W 2 in the generators, do we have an algorithm by which we can decide in a finite number of steps whether W 1 and W 2 define conjugate elements of G or not. The conjugacy problem is even more difficult than word problem.
• Conjugacy Search Problem: Given a presentation X; R of a group G and the information that W 1 and W 2 are conjugate in G. DO we have an algorithm by which in a finite number of steps we can find a word W 3 such that
Protocol
Consider braid group B = x 1 , x 2 , . . . , x i , . . . |x i x j = x j x i whenever |i−j| ≥ 2 and x i x i+1 x i = x i+1 x i x i+1 and Thompson group T = y 0 , y 1 , y 2 , . . . |y k y i = y i y k+1 (k > i) . Let {w i |iǫλ} and {u i |iǫλ} be set of words in {x i } and {y i } respectively. Let H = w 1 , w 2 , . . . , w n and K = u 1 , u 2 , . . . , u n be the subgroups of B and T respectively. Consider G = x 1 , x 2 , . . . , x n , . . . , y 0 , y 1 , . . . |x i x j = x j x i whenever |i−j| ≥ 2 and
which is the amalgamated free product of B and T with subgroups H and K of B and T respectively. This is used as a platform group.
The group G and H & K are made public.
• Sender computes A = w
, where δ k = ±1 & u j k ǫK and sends (B −1 w 1 B, . . . , B −1 w n B) to sender.
To break, the protocol an adversary needs a solution to conjugacy search problem, because K is conjugate to (A −1 u 1 A, A −1 u 2 A, . . . , A −1 u n A) and (B −1 w 1 B, . . . , B −1 w n B). Even if the presented group is known to be nilpotent group of class 2, the conjugacy search problem appears to be infeasible and therefore difficult for adversary to decrypt. For let G be a nilpotent group of class 2. Suppose g and h are two conjugate elements i.e. there exist an element u such that g = u −1 hu = hh
hu is an element of commutator and G is a nilpotent group of class 2. So g = h −1 u −1 huh = (uh) −1 huh. Denote v = uh, then g = v −1 hv. This shows that there also exist an element of G different from u such that g = v −1 hv and so on. Therefore the conjugacy search problem appears to be infeasible in G.
The conjugacy search problem in an amalgamated free product with a subgroup is more complicated even if the conjugacy search problem can be solved in B and T and the word problem can be solved in G. Thus the time-complexity increases in this protocol. It is still an open problem whether the conjugacy search problems in braid group can be solved in polynomial time by a deterministic algorithm.
